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CHAPTER 10.  CAROLS PRIVACY AND SECURITY DATA



10.01  GENERAL



a.	 CAROLS (Centralized Accounts Receivable On-Line System) is a data processing system which permits interaction between the St. Paul VARO&IC and the servicing DPC.  The system is designed to retrieve and display CARS master record data, process transactions, and calculate interest due.



b.	 Security programs and procedures have been developed as an integral part of the overall terminal system to ensure:



(1)	 The protection of veteran, beneficiary, employee and management interests;



(2)	 The privacy of personal data;



(3)	 The prevention of system operation disruptions;



(4)	 The prevention of employee and/or fraudulent misuse of system information and resources.



c.	 The security programs and procedures fall into four major categories:



(1)	 Control of system access through the use of passwords and password names.



(2)	 Control access to sensitive records.



(3)	 Review and analysis of security information.



(4)	 Physical security of terminal equipment.



d.	 Each individual who uses CAROLS bears a responsibility to keep the system secure and the data protected.  Each individual must become familiar with the security procedures, operate within this framework, and immediately report any malfunctions or violations of these procedures to his/her supervisor and/or ADP Security Officer.



10.02	 DESIGNATION OF ADP SECURITY OFFICER AND ALTERNATE



a.	 DVB Security officer.  The Director, Administrative Service (23), VA Central Office, has been designated DVB Security Officer for CAROLS security programs and procedures.



b.	 Station Security Officer



(1)	 The station ADP Security officer is the first-line manage�ment official acting and speaking for the Director in the development, maintenance and oversight of the local security program.  Within this assignment, his/her authority and responsibility associated
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with the terminal system cross all division lines.



The station security officer must ensure that the security program is adhered to in fostering the positive uses of the system and eliminating potential misuse, fraud and other abuse.



(2)	 The station Director will designate the station ADP Security Officer and alternate as outlined in DVB Circular 23-84-9, Centralization of ADP Security Function.



10.03	 MODES OF OPERATION.  The three modes of machine operation are production, test, and audit.  They are designed to permit various types of functions to be performed while restricting access to veterans' records.



a.	 Production Mode - is used for inquiry and updating of the CARS master records.  This is the primary mode of access by system users.  Access to this mode will be controlled by the DVB Security officer and his or her staff and the station Security Officer and his or her staff.  A password and password name are required to access this mode.



b.	 Test Mode - is used to develop and evaluate proposed additions and changes to the production mode programs.  In the test mode no live data can be accessed or altered.  This mode would be used by the Central Office Debt Collection Activity and Office of Data Management and Telecommunications personnel assigned to terminal system development tasks.



c.	 Audit Mode - is used by Central Office personnel to test and audit  system programs.



10.04	 CONTROL OF SYSTEM ACCESS.  To access CAROLS, a password name of up to  12 characters and the password issued to the individual must be used.



a.	 Password Name - each employee authorized access to CAROLS will be issued a password name by the Security Officer.  This password name can be up to 12 characters in length.



b.	Access Authorization - The Security Officer will create a Security Record Screen for each authorized user.  For each record, a unique computer-assigned password will be generated.  This record will indicate the specific action(s) the person is permitted to take, including access to sensitive records.  Each individual's access capability will be deter�mined by the specific actions permitted.  The authorized actions for each individual will be those and only those required for the performance of official duties.
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10.05	 CAROLS ACCESS REQUEST.  VA Form 20-8824a, CAROLS Access Request, will be used to request and approve access for all individuals to CAROLS.  Disposition of VA Forms 20-8824a will be in accordance with Records Control Schedule VB-1, part I, item 10-086.  In addition to instructions printed on the form, the following directions apply:



a.	 Employee No. (item 2) is entered only by the Security Officer.



b.	 Location (item 6) is the first 2 digits of the employee's organization code.



c.	 VA File Number (item 7)



(1)	 Entered for each individual who has had such a number assigned.  This entry will be used to permit the individual to access his/her own record for inquiry purposes.



(2)	 If the employee does not have a VA file number, "N/A" will be entered.



d.	 Job Description (item 8) is completed by the requesting official and must contain sufficient documentation for the approving official to determine a need for system access and/or sensitivity access.  If necessary, describe duties in the Remarks section (item 13).



e.	 Type of Action Authorized (item 9)



(1)	 Access (item 9A) is used for all original and supplemental requests for access to CAROLS.



(2)	Deletion (item 9B) is used for all requests to remove access from CAROLS.



f.	 Password Name (item 10) is completed on all requests for access by the Security officer.



g.	Access to Sensitive Records (item 11) requires an entry of "0" or "1."



		0 - Unauthorized sensitive file access



		1 - Authorized sensitive file access



h.	 Actions Permitted (item 12) requires an entry of "A" or "E" for those actions which are required in the performance of duties.



		A = Authorization and entry



		E = Entry authority only
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i.	 Remarks (item 13) is used to explain reasons for requesting sensitive file access, elaboration of job description and requests for special commands/actions that deviate from the position guideline chart.



j.	 Signature and Title of Requesting Official (item 14A) is the signature and title of the Chief of the employing division.



k.	 Signature and Title of Approving official (item 15A) is the signature and title of the station Director.  The Director must delegate, in writing, authority for the station ADP Security Officer and alternate to approve requests that do not include sensitive file access.  Approval of a VA Form 20-8824a authorizing sensitive access cannot be delegated.  The Director will approve each action involving sensitive file access.



10.06	 CONTROL OF ACCESS TO SENSITIVE RECORDS



a.	 Sensitive File.  In order to enhance the security of certain records, a sensitive file has been created at the servicing DPC.  Each record in this file will be assigned a sensitivity level of "1." In addition, the records of all veterans employed by VA facilities will be placed in the sensitive file.  This is necessitated by the nationwide collection capabilities of CAROLS.  All records in the sensitive file will carry the same level of sensitivity.



b.	 Sensitive File Access Request



(1)	 Requests for access to sensitive files will be made to the station Director or DVB Security Officer by using VA Form 20-8824a.  Sensitive access and the justification for requesting such access will be entered in item 13 of VA Form 20-8824a.  The authority to approve requests rests with the station Director or DVB Security Officer and will not be delegated further.



(2)	Access to the sensitive file will be kept to the minimum number of employees required to process sensitive records.  As with all levels of access to ADP systems, access should be granted only to the number of employees that the workload dictates.



c.	Sensitive File Access-Security Officers.  Sensitive file access is recommended for the Security Officer and alternate to assist them in analyzing the security violations-information report and in trouble�shooting sensitive cases.



10.07	EMPLOYEE RESPONSIBILITIES.  The responsibilities for maintaining the accuracy and privacy of data stored in CAROLS are the same as those for the data in any ADP System.  To help insure this accuracy and privacy, the security programs and procedures discussed above have been developed.  Each employee who uses CAROLS must observe these procedures.
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a.	 Information contained in  CAROLS will be used only when necessary in the performance of official duties.



b.	 Under no circumstances will any person disclose or give his/her password or password name to anyone.  The password and password name are for the assignee's use and are never to be used by any other person.



c.	 Users of CAROLS will immediately advise the Security officer if they know or have any reason to suspect that any other person has (or may have) knowledge of their password and password name no matter how accidentally or innocently gained.  Any display of the password on the screen is reason to suspect breach of password security.



d.	 Users of CAROLS will enter their password on the VDT (Video Display Terminal) in such a manner to insure that they are typed in the correct field so that they are not visible on the screen.  Care is to be taken to make sure that no one is observing users as they type their password on the keyboard.



e.	 The Security Officer will deliver to each user a copy of his/her Security Record Screen informing the user of the assigned password name and specific actions that are authorized.  No other actions will be attempted.  Upon receipt of the copy of the Security Record Screen, the user will immediately destroy the portion of the record

containing the password.  No written or printed record containing the password will be maintained



f.	Whenever a user is transferred between divisions or leaves the employ of the VA, a VA Form 20-8824A will be sent to the Security Officer with items 1 through 9, and 14A and 14B completed.



g.	Each user is authorized to make inquiry via the system of his/her own record.  Under no circumstances will anyone attempt to process any transactions to his/her own record.



h.	 Failure to adhere to the privacy and security rules may lead to disciplinary or adverse action in accordance with appropriate VA and Federal rules, regulations and policies.



10.08	 REVIEW AND ANALYSIS OF SECURITY INFORMATION.  CAROLS generates a daily report of security violations and information messages and a daily report of changes to the Security Record Screen.  These reports are delivered to the Security Officer at the St. Paul VARO&IC and the Administrative Systems and Security Division (231B), VA Central Office.



a.	Security Violations-Information Report.  This will be a daily record of attempts to use CAROLS in an unauthorized fashion and attempts
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of all authorized access to sensitive records.  Most  entries on the report recorded as security violations are notifications  to  the  employee that he/she could not process the case in the manner attempted.  For example, the message, "Sensitive Record - VA Employee" is an indication of the file's sensitivity after attempting access.  The ADP Security officer is required to review and analyze this report daily to detect any violations or pattern of violations that may indicate an intentional attempt to use CAROLS in an unauthorized fashion.  Employees responsible for the violations will be contacted by their division/unit chief and/or the Security Officer and requested to explain their actions.



(1)	 Entries on the security violations-information report are considered operational notices and not violations when:



(a)	only one attempt is made to access the system and/or record in the manner that generates the violation message.



(b)	Proper action is taken by the operator  to  access  the  system and/or process the collection through authorized methods.



(2)	Appendix A lists the operator  actions  required  after  generation of each violation message.



(3)	 The security violations-information report will be disposed of in accordance with Records Control Schedule VB-1, part I, item 13-078.



b.	Security Activity Report.  This report is a daily record of all changes made to the Security Record Screen and must be reviewed to insure the accuracy of the changes and that all changes were made by the proper individuals.  The Director should periodically review this report to validate all actions.  The security activity report will be disposed of in accordance with Records Control Schedule VB-1, part I, item 13-078.



10.09	 PHYSICAL SECURITY OF CAROLS EQUIPMENT



a.	CAROLS equipment to include  disks,  tapes,  VDT's,  and  full-size computers, must be protected from accidental or intentional damage.  The protection of equipment is largely dependent upon total building security and placement of the equipment.  For instance, VDT's and printers should not be placed in high traffic areas or in areas with uncontrolled public access.  The support equipment should be in an area where access can be controlled.  Whenever possible, this will be in a locked room with access strictly controlled by the station Director or designee of the Director.  Care must be taken to locate all CAROLS equipment away from such possible hazards as overhead water pipes and from high fire risk areas such as cafeteria kitchens.
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b.	 The Security Officer will establish a  local system to control and account for VDT keys.  Records of such accountability will be maintained locally.



10.10	 DISPOSITION OF CAROLS FORMS AND RELATED RECORDS.  All forms and related records created by or used in conjunction with CAROLS will be maintained in a manner consistent with established records management policy and procedures.  Printing of CAROLS screens should be kept to a minimum.  Disposition of system printouts will be in accordance with Records Control Schedule VB-1, part I, item 13-052.4 and DVB Supplement, MP-1, part II, chapter 1, paragraph 4e(1) (e) 2, which states that sensitive material will be gathered and destroyed on a daily basis.  Material not destroyed but remaining in the receptacles at the end of the day will be properly secured.

















7.



�November 5, 1985	M23-1, Part V

	Change 16

Veterans Administration�CAROLS ACCESS REQUEST��INSTRUCTIONS:  CAROLS (Centralized Accounts Receivables Online System)  Items 1, 3 through 9 and 11 through 14B will be completed by the 

official requesting access to CAROLS Items 2, 10 and 16 will be completed by the security officer, Items 15A and 15B will be completed by the 

station Director or designee authorized to approve access to CAROLS.��EMPLOYEE DATA��LAST NAME, FIRST NAME, MIDDLE INITIAL OF EMPLOYEE

ADAMS, JOHN Y.�2.  EMPLOYEE NO.�ROOM NO.

461�TELEPHONE EXT.

2365��STATION NO.









325�6.  LOCATION�VA FILE NUMBER

             (If applicable)







123-45-6789�JOB DESCRIPTION.  Enter position title or responsible duties.  This information will be used to determine the commands authorized in Item 12)







��TYPE OF ACTION AUTHORIZED (Check appropriate box) 





( A. ACCESS                       ( B.  DELETION�PASSWORD NAME (12 characters)





ADAMS, J. O.��ACCESS CODES��INSTRUCTIONS:  Item 11 - Indicate authorization for access to sensitive VA records.  Item 12.  Enter “A” for authorized and enter, “E” for entry only.��SENSITIVE VA RECORDS

( AUTHORIZED                  ( NOT AUTHORIZED��12.  ACTIONS PERMITTED (Enter A or E where applicable)��LEVEL�A/E�DESCRIPTION��1��02A�02A  DIARY CODES (Credit)����300�RETURNED CREDIT REPORT����02A�DIARY CODES (ROUTINE), HINES IND, OFFSET BENEFITS, LOAN NO., RO, EMPLOYEE DATA, PHONE NO.����02B�ADD IND, POA����02C�SSN, DOB, DOD����02D�LETTER DELETE DATA��2��39�HINES WRITEOUT����220,�222, 228, 230 ADDRESSES����310�RETURNED TREASURY CHECK����500�USER INFORMATION����900�CARS WRITEOUT����02A�DIARY CODES (SUSP-REPAY REFERRALS), REPAY PLAN����02B�COOB-ADMIN IND. INT IND RATE DATE, PAY REF FISC TRX DELETE����02C�STAT LIM, ORIG COURT COST MARSH FEE����04E�ESTABLISH OR INCREASE AR��3��07C�D, E, F, H WRITEOFFS����08A�TRANSFER UNAPPLIED DEPOSIT����18�INC DECREASE STOP WITHHOLDING AMT����410�TRANSFER OF UNASSOCIATED FUNDS����420�COLLECTION APPLIED TO AR����02A�DIARY CODES (SPC PROJ SUSP) LOAN NO.����06A�E, L, X ONE TIME PAYMENT OUT OF SYS��4��08E�DECREASE IN AR��5��02A�DIARY CODES (OFFICE OF THE CHIEF)����400�TRANSFER OF FUNDS BY ACCOUNTING��SPECIAL��LCK�LOCK-UNLOCK PASSWORDS����SEC�SECURITY FILE ACTIONS����RPT�REPORT ACCESS��REMARKS (If necessary, continue on reverse.)





��

NOTE-PRIVACY STATEMENT:  In order to maintain the privacy of veterans records at all times on those employees having a need to know will be permitted access to the CAROLS system.  The requesting official affirms that the employee named in Item I has such “need to know”.

��14A.  SIGNATURE AND TITLE OF REQUESTING OFFICIAL





GEORGE WASHINGTON,

DIVISION CHIEF�14B.  DATE�15A.  SIGNATURE AND TITLE OF APPROVING OFFICIAL�15B.  DATE�16.DATE INPUT

(Entered by

 security officer)



��VA FORM	FIGURE 10.01

MAR 1983  20-8824a

8.
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APPENDIX A



SECURITY VIOLATION MESSAGES AND EMPLOYEE ACTIONS



Security violation messages and employee actions required when each message is displayed on a VDT (Video Display Terminal) are listed below.



1.	INVALID PASSWORD AND/OR NAME - Initial log on  CAROLS  Screen  (COO)



a.	 This message will be displayed when the operator types the incorrect password or password name on the Log On Screen.



b.	 Actions to be taken:



(1)	Retype the correct password and/or password name if the employee positively knows his/her password and the message was generated due to a typographical error.



(2)	Call the ADP Security officer if he/she is unsure of the correct password and/or name.  VACO employees are to call the Chief, Administrative Systems and Security Division (231B) on extension 2407 or 3285.



2.	 INVALID PASSWORD - Inquiry/Transaction Screen (C02).



a.	 This message will be displayed when the operator types the wrong password on the CARS Inquiry/Transaction Start Screen.



b.	 Actions to be taken:



(1)	Retype the correct password and/or password name if the employee positively knows his/her password and the message was generated due to a typographical error.



(2)	Call the ADP Security Officer if he/she is unsure of the correct password and/or name.  VACO employees are to call the Chief, Administrative Systems and Security Division (231B) on extension 2407 or 3285.



3.	 PASSWORD LOCKED



a.	 This message will be displayed when the operator has committed a combination of three consecutive violations.  The combination may include attempts at access to sensitive files and/or invalid passwords after initial log on.



b.	 Actions to be taken:  Notify the supervisor immediately.
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4.	SENSITIVE RECORD - VA EMPLOYEE



a.	This message will be displayed when the operator attempts to access a record in the sensitive file.



b.	Actions to be taken:



(1)	 Do not attempt the same or another transaction for the record.  The record is sensitive for all transactions.



(2)	 Employee will refer the record to his/her supervisor for proper handling.



5.	 AUTHORIZATION/DELETION/ENTRY  THIS  TRANSACTION   NOT   AUTHORIZED.



(a)	 This message will be displayed to the operator when the command transaction he/she entered has not been authorized.



(b)	 Actions to be taken:



(1)	 Notify the supervisor of the processing error and the circumstances surrounding the attempt.



(2)	 Supervisor will arrange for proper handling of the record.



6.	 ENTRY THIS RECORD NOT ALLOWED



a.	 This message will be displayed when the operator attempts to process a transaction other  than  inquiry  against  his/her  own  record.



b.	 Actions to be taken:



(1)	 The employee will immediately notify his/her supervisor of the circumstances of the attempt to process a transaction to his/her own record.



(2)	 The supervisor will notify the Security officer of the circumstances surrounding the attempt.



(3)	 Disciplinary or adverse action will be initiated depending upon the reason(s) for the unauthorized entry.
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