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	VBA IRM Handbook No. 5.09.01.HB2
Testing Facility Contingency Plans


	This handbook contains the procedures that the VBA Information Security Officer (20S1) has developed to implement VBA IRM Policy Directive No. 5.00.01, Paragraph 2, Section 5.09.01, of VBA Manual M20-4, Part I.  You may direct any questions or comments concerning these procedures to the Information Security Officer.


	All VBA facilities must test their facility contingency plans once a year.  This handbook provides the procedures for planning, conducting, and reporting these tests.  Contingency Plan Tests are exercises for learning how to improve Contingency Plans and for familiarizing the facility's staff with the Contingency Plan and the situations requiring its execution.


	
	WHO (Actor)

	
	ACTION


	


	Facility Contingency Plan Coordinator
	
	a.  Annually develop and coordinate a Contingency Plan Test Plan.  See Appendix A for the test plan format.



	
	
	
	b.  Coordinate with Hines BDC to schedule any test that involves resources at other facilities



	
	
	
	c.  Brief the facility director on the Contingency Plan Test Plan.



	



	Facility Director
	
	Approve the Contingency Plan Test Plan.



	


	Contingency Plan Coordinator
	
	a.  Before the test date, brief the appropriate parties, including the facility team leaders and functional managers about the Contingency Plan Test.



	
	
	
	b.  On the test date, initiate the Contingency Plan test. 



	


	Team Leaders
	
	Oversee performance of their teams' responsibilities relative to the Contingency Plan.



	


	Contingency Plan Coordinator and Team Leaders
	
	a.  Conduct a post-test review and discuss lessons learned.



	
	(Contingency Plan Coordinator has lead)
	
	b.  Prepare a Test Evaluation Report of the results relative to the test's objectives.  (See Appendix B for the suggested format.  Note that the format includes lessons learned and recommendations for changes.)



	
	
	
	c.  Forward the Test Evaluation Report to the Director.



	


	Facility Director
	
	a.  Approve/Disapprove the Test Evaluation Report's recommendations.



	
	
	
	b.  Forward copies of the Test Evaluation Report to the director's immediate supervisor and the VBA ISO.



	


	Contingency Plan Coordinator
	
	Coordinate the implementation of all the approved recommendations (including any approved Contingency Plan changes) in the next update to the Contingency Plan.



	


	VBA ISO
	
	a.  Ensure that any recommendations requiring VACO-level approvals are appropriately coordinated and that a reply is returned to the facility director through the appropriate channels.



	
	
	
	b.  Utilize Contingency Plan Test Reports to improve VBA's Contingency Planning Directives, Handbooks, and Guidelines and to maintain a database for VBA Contingency Planning Program activities.







This handbook is approved.  It will be used to implement VBA IRM Policy Directive No. 5.00.01, Paragraph 2, Section 5.09.01, of VBA Manual M20-4.  Place it in Part II of M20-4 behind Tab 5.0, Information Security Management.

By Direction of the Under Secretary for Benefits

original signed
Newell E. Quinton

Chief Information Officer
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	Appendix A
Contingency Plan Test Plan Format


	Use the following format for preparing the Contingency Plan Test Plan.  Testing is an important aspect of contingency planning.  Testing is an iterative process used to ensure that the chosen recovery strategy and plan will work during a disaster.  Testing must go beyond simply verifying that an operating system can be restored.  The test process should include command-and-control structure, vendor reaction, civil and regulatory interaction, and end-user and critical business function recoverability.


	
	Contingency Plan Test Plan for {facility name} for {year}


	


	Scope:  Describe the extent of the test and exactly what the test environment will include.  Is the test strictly local or does it involve other facilities?



	


	Disaster:  Describe the type of disaster that the test will simulate and what equipment and functions are to be considered damaged or not available.



	


	Test Objectives:  List the objectives for the test.  Objectives will be used for planning and evaluating the test.  A common objective is to provide training to team members to familiarize them with the facility's Contingency Plan. 



	


	Test Start and End Time:  



	


	End User Impact:  Identify any affected end users (some systems may be unavailable for normal operations, such as processing claims) and assess any impact on normal facility operations.



	


	Risks:  Describe the actual risks of conducting the test, including the worst case scenario (the worst possible actual impact on the users such as Adjudication Officers) if the execution of the contingency plan during the test is a total failure.  Ensure that everyone understands that no test is a failure if lessons are learned (and applied) from it.



	


	Restoration:  Determine what is required to return to normal operations.  Include all notifications and actions that must be performed whenever the test is completed or halted.



	


	Post-Test Review:  Provide a date, time, and place for the post-test review.



	


	Director's Approval Signature Block.




	Appendix B
Test Evaluation Report Format


	The Test Evaluation Report should be prepared following the post-test review.  The primary purpose is to document the lessons learned from conducting the test.  The Test Evaluation Report should provide information for updating the facility contingency plan and making it a more effective document.  The following is a suggested format.  Each evaluation report should be tailored to the specific test conducted.  


	
	Test Evaluation Report for Facility Name
Contingency Plan Test Conducted Date


	


	Report Date:

	


	Brief Test Description:



	


	Evaluation of the Test:  Did the test go as planned?  Were the objectives met?  If not, explain.  What were the lessons learned?



	


	Recommendations for Changes to the Contingency Plan:



	


	VACO Recommendations:  Recommendations for VBA VACO to incorporate into VBA Directives, Handbooks, Guidelines, and strategies. 



	

	Signature Block for Contingency Planning Coordinator:



	


	Director's Approval Signature Block:




5.09.01.HB2
Page 1
Page 6
5.09.01.HB2

5.09.01.HB2
Page 5

_1216195715

_1216195719

_1216195723

_1216195727

_1216195729

_1216195730

_1216195731

_1216195728

_1216195725

_1216195726

_1216195724

_1216195721

_1216195722

_1216195720

_1216195717

_1216195718

_1216195716

_1216195711

_1216195713

_1216195714

_1216195712

_1216195709

_1216195710

_1216195708

