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APPENDIX V

RULES FOR TAKING FILES OR INFORMATION OFF-SITE

In order to engage in my official duties as a Vocational Rehabilitation Counselor (VRC), Counseling Psychologist (CP), or Employment Coordinator (EC), which at times requires temporary fieldwork, I will follow this agreement regarding the removal and use of sensitive VBA hard copy material and individually identifiable personal information of applicants or participants in services provided by the Vocational Rehabilitation and Employment (VR&E) Division.  This agreement covers, but is not limited to, the following items: Chapter 31, Counseling/Evaluation/Rehabilitation (CER) folders; Chapter 36, Educational/Vocational counseling folders; Chapter 35, Survivors’ and Dependents’ Educational Assistance counseling folders; and Chapter 18, Spina Bifida counseling folders; and related personally identifiable information.  Alternate work sites (AWS) are defined as locations at which applicants or participants are in receipt of services of the VR&E program.  These AWS include training facilities, private employment offices, state & local government offices, Vet Centers, VA medical centers and clinics, military installations, and military treatment facilities.  This agreement does not constitute an agreement or intention to provide a work-at-home environment for VR&E employees.  

I understand that I am responsible for the security of all official data and the protection of any Government-furnished property while carrying out the mission of VA at the Alternate Work Site.  This agreement does NOT grant permission to use electronic removable media devises to transport Chapter 31-related personally identifiable information.  

Removal of Files Procedure

Files to be removed from the VA office and taken to the field will be personally logged out with the supervisor using the VR&E Sign Out Log.  In the case of a one-person out-based office, the log will be signed and faxed to the counselor’s supervisor.  Logs will be maintained in the supervisor’s office while the file(s) is/are in the field.  Any files removed to the field must be returned to the VA office within 3 days, and logged back in by the employee and accepted as returned by the office supervisor.  The office supervisor will maintain the master log of file removal and return activity. 

Transportation of Files

Files and any sensitive documents, information, or equipment containing such information will be transported using secure containers (such as VA-issued rolling luggage), and maintained under lock and key while out of the office.  File carrying devices will be transported in the locked trunk of the GSA or personal vehicle used to arrive and depart from the field site.  These file carrying devices will be locked at all times, except for the removal of needed files and equipment.  All files and equipment will be securely maintained while in the field, in the VRC’s presence without exception.  All files, sensitive information, and equipment will be returned to the VA office within 3 days.  While transporting files NO unnecessary and/or personal stops are allowable.

Loss of Files or PII

Loss of files or PII information MUST be immediately reported to the Regional Office’s ISO as a security violation.

Certification

I certify that I consent to following these procedures and agree to abide by them.  I certify that I will maintain the security of any files and/or personally identifiable information, in any format, that is removed from the office for the purposes of conducting my official duties.  If I do not agree to the terms and conditions specified in this agreement, I understand that I will not be permitted to remove files, documents or materials from the VA premises under any circumstances.  I understand that use of this agreement is not mandatory for the completion of my official job duties.  I understand that any violation of this agreement will result in its immediate revocation and I will not be permitted to remove files, documents or materials from the VA premises under any circumstances.  I understand that violations may also result in disciplinary action.   I understand that my supervisor will maintain a copy of this certification.

________________________
_______________________
__________

Employee Name

   
 Employee Signature                   Date Signed

_________________________
_______________________
__________

Supervisor Name & Title

Supervisor Signature 

Date Signed

_________________________
_______________________
__________

VR&E Officer Name


VR&E Officer Signature

Date Signed
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