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	VBA IRM Handbook No. 5.05.02.HB1

Computer Virus Prevention


	This handbook contains the procedures that the proponent organization, the Information Resources Management (IRM) Quality Assurance, Security and Contingency Planning Division (20M12), has developed to implement VBA IRM Policy Directive No. 5.05.02.  Appendix 1 contains a list of preventive actions.  Appendix 2 contains definitions of key terms.  You may direct any questions or comments concerning these procedures to the proponent organization.


	All VBA employees who use VBA automated information systems that incorporate personal computers, including local area networks (LANS), wide area networks (WANS) and telecommunications systems, will protect those systems from infection by computer viruses and other malicious code by following these procedures.


	
	WHO (Actor)

	
	ACTION
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	Director, 20M12
	
	a.  Review new technologies and techniques for prevention of computer viruses and other malicious code.



	
	
	
	b.  Advise the Director, 20M on computer virus prevention, detection and recovery techniques for VBA automated information systems.



	
	
	
	c.  Work with the 20M12 staff to train, advise and assist VBA managers and users in virus prevention, detection and recovery techniques.



	
	
	
	d.  Review VBA automated information systems to make sure VBA employees use virus prevention techniques, and that the techniques work.



	
	WHO
	
	ACTION
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	VBA Managers (whose organizations use automated information systems)
	
	a  Use this handbook to establish and maintain organizational procedures to prevent computer viruses.  (Appendix 1 contains a list of preventive actions.)



	
	
	
	b.  Use anti-virus tools to prevent, detect, remove and recover from virus infections.  (See VBA IRM Handbook No. 5.05.02.HB2, Computer Virus Detection, Removal and Recovery.)


	
	
	
	(1)  Ensure that all current computer systems under your supervision are virus free by executing anti-virus tools.



	
	
	
	(2)  Make sure that users have anti-virus tools and know how to use them.  Give users the authority to access and use the tools whenever they need them.



	
	
	
	(3)  Review detection techniques to make sure that they do not significantly decrease the usability of the computer systems (e.g., excessive false alarms, conflicts with user programs, or degraded system performance).
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	All Users of VBA Automated Information Systems (including contractor personnel)
	
	a.  Follow the steps listed in Appendix 1 and any additional anti-virus procedures established by your managers.



	
	
	
	b.  If you detect or suspect the presence of a computer virus in a VBA system:  Use VBA IRM Handbook No. 5.05.02.HB2, Computer Virus Detection, Removal and Recovery.
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This handbook is approved.  It will be used to implement VBA IRM Policy Directive No. 5.05.02 of VBA Manual M20-4.  Place it in Part II of M20-4 behind Tab 5.0, Security.
By Direction of the Under Secretary for Benefits

/S/ ORIGINAL SIGNED

Rhoda Mancher

Director

Office of Information Technology
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	Appendix 1

How To Prevent Viruses


	Virus prevention is the key to protecting VBA automated information systems accessed by personal computers (including local area networks (LANS), wide-area networks (WANS) and telecommunications systems) from infection by computer viruses and other malicious code.




	You may direct any questions or comments concerning this appendix to the Director, IRM Quality Assurance, Security and Contingency Planning Division (20M12).
 


	
	ACTION


	


	Use anti-virus tools to scan all software and validate it as virus-free before using it on VBA personal computers.  (This includes shrink-wrapped software from vendors and diagnostic software used during computer maintenance operations.)



	


	Make backup copies of original program disks and system disks.

a.  Use write protect tabs on original 5 1/4 inch diskettes (or enable write protection on 3 1/2 inch diskettes) and the backup copies.

b.  Label and date each copy.  Use a backup copy as the working copy.

c.  Store the original and backup disks in separate but secure locations.  Use these to restore programs that are infected or destroyed by computer viruses.

d.  Back up your work files on a regular basis.
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	Do not download software programs from authorized electronic bulletin boards (public or private) to a system's hard drive.



	
	a.  Download authorized programs to a floppy disk drive where they can be scanned for viruses and validated as virus free.



	
	b.  You can load validated software on a hard drive.

	
	Appendix 1 (Continued)

ACTION


	


	Do not use any VBA diskette at home without your supervisor's permission.

(Scan diskettes used to perform official duties on home computers before using them again on VBA computers and systems.)



	


	Do not use, duplicate or distribute bootleg copies of proprietary (copyrighted) software.

a.  It is illegal to violate the licensing agreements for copyrighted software.

b.  Viruses may have been added during the duplicating process.



	


	a.  Do not use software diskettes acquired from anonymous sources or unsolicited diskettes that are mailed to you.

b.  Do not use diskettes that have been used on school/university computers.



	


	Only use programs that are VA/VBA mission-related or that are necessary to perform your duties.



	


	Do not load unauthorized computer games or other unauthorized programs onto VBA automated information systems.

a.  Managers may authorize employees to load games that are included with original system software and documentation.

b.  Unauthorized computer games or bootleg copies of other proprietary programs can be a primary sources of computer viruses.




Appendix 1 (Continued)

QUICK REFERENCE

VIRUS PREVENTION STEPS


[image: image6.wmf]1


Use anti-virus tools to scan all software before you use it.

(This includes shrink wrapped software from vendors and diagnostic

software used for maintenance.)
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Make backup copies of original program disks and system disks.

(And don't forget to back up your work files on a regular basis!)
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Don't download bulletin board programs to a hard drive.

(Download authorized programs to a floppy disk drive--

scan for viruses--then load on a hard drive.)
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Scan VBA diskettes used on home computers before

 using them again on VBA computers and systems.

(Don't use VBA diskettes at home without your supervisor's permission.)
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Do not use, duplicate or distribute bootleg copies of

proprietary (copyrighted) software.

(It's against the law, and the software may be hiding viruses.)
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Don't use software from anonymous sources or diskettes that have been used on

school/university computers.

(This includes unsolicited disks you receive in the mail.)
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Only use VA/VBA mission-related programs.

AND PLEASE REMEMBER:

Immediately report any occurrences or suspected occurrences of 

computer viruses to your supervisor.

Appendix 2

DEFINITIONS


You may direct any questions or comments concerning this appendix to the Director, IRM Quality Assurance, Security and Contingency Planning Division (20M12).

ANTI-VIRUS SCANNER:  A software application (can be a combination of hardware and software) that searches system files, drives and diskettes for recognizable bits of code or patterns that indicate a particular virus may be present or that particular files may have been altered.  Features of anti-virus scanners vary, but most can remove viruses they recognize, repair virus-damaged diskettes to a certain extent, and give a report about the state of files following disinfection.

BOOTLEG SOFTWARE:  Software produced by unauthorized duplication and/or installation of licensed commercial software on multiple personal computers or systems in violation of the licensing agreement.  Using bootleg software is not only illegal [a violation of the Federal Copyright Act of 1980 (17 USC)], it is also a primary source of computer virus infection.

COMPUTER VIRUS:  A segment of computer code that is deliberately malicious in intent and is self-replicating when executed.  Computer viruses are usually transmitted through infected diskettes and primarily attack microcomputers.  These viruses perform disruptive and destructive functions such as displaying unorthodox messages on terminals, erasing disk space and files, and consuming critical processing time.

ELECTRONIC BULLETIN BOARD:  A computer-based information source which contains various software programs and text.  Bulletin boards cover a variety of information needs and interests and can be privately sponsored, Government sponsored, or open to the public.  Information is often available, free of charge, to "members" and others who can dial in using a modem.  The danger of downloading programs from bulletin boards, especially public ones, is that they are a hiding place for viruses.  Unsuspecting users often execute bulletin board programs without first checking for the presence of a virus.

UNAUTHORIZED SOFTWARE:  Programs which are not mission related or required to perform functions in support of VA goals and objectives.  Unlicensed programs and bootleg copies of licensed software are included in this category.
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