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Incident Reporting

POLICY:  This change clarifies procedures for reporting information security-related violations and incidents within VBA.  In order to consolidate reports of these incidents, it is important that all incidents be reported to one location.

WHO (Actor)
ACTION
Facility ISO
All suspected violations and incidents are to be

reported as soon as they are detected to the Information Technology Support Center (ITSC) Helpdesk in Philadelphia.  

Information Technology
Each month, the incident reports will be

Support Center
documented and forwarded to Information

Security Program Coordination Team (20S) for review and action, as required by OMB Circular A-130, Appendix III.

All other procedures listed in VBA IRM Handbook No. 5.01.01.HB2, Incident Reporting, remain in effect.

REFERENCES

VBA IRM Directive No. 5.00.01, VBA Information Security Program.

VBA IRM Handbook No. 5.01.01.HB2, Incident Reporting.

OMB Circular A-130, Appendix III.

Proponent Organization:  Questions regarding this change should be directed to the Information Security Program Coordination Team (20S) on (202) 273-7122 or 6930.

NOTICE:  Place this change in Part II of M20-4, behind Tab 5.0, Information Security Management.

IMPLEMENTATION DATE:  Immediately upon receipt.


By Direction of the Under Secretary for Benefits


William D. Stinger


Acting Chief Information Officer

	VBA IRM Handbook No. 5.01.01.HB2
Incident Reporting


	This handbook contains procedures the proponent, the Assistant VBA Information Security Officer for Policy (20S1), has developed to implement VBA IRM Policy Directive No. 5.05.01 of VBA Manual M20-4, Part I.  You may direct any questions or comments concerning these procedures to the proponent organization.


	This handbook outlines procedures and responsibilities for reporting information security-related incidents through VBA organization channels.  Incident reports provide information security officers at all levels with a means to identify the problem, determine the damage, and document the occurrence. This process helps minimize damage and harm done to VBA assets by malicious or inadvertent security violations. 


	
	WHO (Actor)

	
	ACTION


	


	Assistant VBA Information Security Officer (AISO) for Policy (20S1)
	
	Develop and publish security incident reporting procedures for use throughout VBA.



	


	AISO for Operations (20S32)
	
	Serve as the primary point-of-contact for reporting and resolving major information security incidents occurring within VBA.



	


	User
	
	a.  Be familiar with the types of threats that should be reported as security incidents.  (See Appendix A.)



	
	
	
	b.  Immediately report any suspected information security related violations/incidents to your immediate supervisor.



	
	
	
	c.  Preserve evidence of the violation.  (For instance, if you suspect unauthorized access or altering of sensitive data, keep error messages on the screen so you can show them to your supervisor or the Facility ISO.  If you suspect a computer virus, follow the guidance in VBA IRM Handbook 5.05.02.HB2, Computer Virus Detection, Removal and Recovery.)

	


	VBA Managers (Immediate Supervisors)
	
	a.  Review the situation.

(1)  If you detect or suspect a computer virus, follow the steps in VBA IRM Handbook No. 5.05.02.HB2, Computer Virus Detection, Removal and Recovery.



	
	
	
	(2)  If you think any other type of incident has occurred, ensure that evidence of the violation is preserved.



	
	
	
	b.  Notify the Facility ISO.



	


	Facility ISO
	
	a. Investigate any reported information security incidents to determine the cause of the incident.



	
	
	
	b.  If you detect or suspect a computer virus, follow the steps in VBA IRM Handbook No. 5.05.02.HB2, Computer Virus Detection, Removal and Recovery.



	
	
	
	c.  If you detect or suspect any form of unauthorized and/or illegal activity:



	
	
	
	(1)  Secure the area.  Ensure that equipment, files and any other materials that might be used in the course of a formal investigation remain in place and undisturbed until the appropriate investigators arrive.



	
	
	
	(2)  Immediately inform the Facility Director.



	
	
	
	(3)  Contact the appropriate investigative agency for the facility and follow their directions.



	
	
	
	d.  Report information security incidents to the Facility Director and the AISO for Operations (20S32).  Use the format in Appendix B.



	
	
	
	e.  Label and handle Incident Reports as sensitive information.  Restrict access to Incident Reports to those who have a need to know.



	


	Facility Director
	
	Ensure that the Facility ISO investigates, reviews, and documents information security violations/incidents at the facility and reports the incidents to the AISO for Operations (20S32).



	


	AISO for Operations (20S32)
	
	a.  Investigate, review, and evaluate reported information security incidents to determine their cause.  Ensure all events are brought to appropriate closure.



	
	
	
	b.  Forward information copies of violations/incident reports and actions taken to the AISO for Policy (20S1) and the AISO for Systems (20S31).



	
	
	
	c.  As appropriate, refer violations/incidents to the VA Inspector General (IG) for further investigation.



	
	
	
	d.  At the end of each fiscal year, develop an annual report on VBA information security violations for submission to the Chief Information Officer.  The report shall contain statistical data on types of incidents that have occurred over the fiscal year.







This handbook is approved.  It will be used to implement Paragraph 5.01.01 “General Policy” of VBA IRM Policy Directive No. 5.00.01, VBA Information Security Program of VBA Manual M20-4, Part I.  Place it in Part II of M20-4 behind Tab 5.0, Information Security.

By Direction of the Under Secretary for Benefits











original signed

Newell E. Quinton

Chief Information Officer

[THIS PAGE LEFT BLANK]

	Appendix A
Security Incidents


	These actions are examples of the types of threats to VBA information systems and business continuity that users of VBA systems should report as security incidents/violations.

You may direct any questions or comments concerning this appendix to the VBA AISO for Policy (20S1).


	· Unauthorized access to sensitive data (for explicit illegal purposes).



	· Unauthorized altering of data, software, and information systems hardware functions.



	· Loss of mission critical data, such as patient, financial, benefits, and legal.



	· Environmental disaster causing loss of information systems services or data.



	· Infection of sensitive systems by malicious code (e.g., virus, Trojan Horse, etc.).



	· Information systems perpetrated fraud.



	· Telecommunications/network security violations.



	· Theft or vandalism of information systems hardware.



	· Unauthorized access to data when in transmission over communications mediums. 



	· Violation of software copyright laws and/or licensing agreements.



	· Use of VBA information systems assets (such as personal computers) for personal use.



	· Use of VBA information assets for hacking activities (such as gaining unauthorized access to outside information systems using a VBA workstation/network).



	· Unauthorized access to restricted areas.


	Appendix B
Incident Report Contents


	Forward the following information through the local facility ISO to the AISO for Operations (20S32) as soon as possible following a security incident/violation.  You should use the Computer Virus Incident Report, found in appendix 4 of VBA IRM Handbook 5.05.02.HB2, to report viruses.  It should also be forwarded to 20S32.


	SYMBOL 254 \f "Wingdings" \s 15 \h
Location of incident and organization filing report.



	SYMBOL 254 \f "Wingdings" \s 15 \h
Reported by (Name, Title, and organization).



	SYMBOL 254 \f "Wingdings" \s 15 \h
Date and time of report filing.



	SYMBOL 254 \f "Wingdings" \s 15 \h
Date and time of incident.



	SYMBOL 254 \f "Wingdings" \s 15 \h
Details of incident including who, what, when, and where.



	SYMBOL 254 \f "Wingdings" \s 15 \h
To whom the incident was initially reported.



	SYMBOL 254 \f "Wingdings" \s 15 \h
Describe actions taken in response to the incident.

(For instance, 1) User left violation message on the screen and informed supervisor, 2) Supervisor ensured no one used the PC and contacted the Facility ISO, 3) Facility ISO reviewed the situation and contacted systems administrator to print NT Server file access attempts for previous two hours, 4) Facility ISO contacted ...)



	SYMBOL 254 \f "Wingdings" \s 15 \h
Effect of incident on business operations including estimates of lost productivity, lost resources, impact on services to veteran(s), etc.



	SYMBOL 254 \f "Wingdings" \s 15 \h
Point of contact (name and phone number) for follow-up information.
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